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The matters raised in this report are only those which came to our attention during our internal audit work and are not necessarily a comprehensive statement of all the weaknesses that exist, or of all the 

improvements that may be required. Whilst every care has been taken to ensure that the information in this report is as accurate as possible, based on the information provided and documentation reviewed, 

no complete guarantee or warranty can be given with regards to the advice and information contained herein. Our work does not provide absolute assurance that material errors, loss or fraud do not exist. This 

report is prepared solely for the use of the Board and senior management of County Durham and Darlington NHS Foundation Trust. Details may be made available to specified external agencies such as external 

auditors, but otherwise this report should not be quoted or referred to in whole or in part without prior consent. No responsibility to any third party is accepted as the report has not been prepared and is not 

intended for any other purpose. 

Freedom of Information Notice 

In the event that, pursuant to a request which County Durham and Darlington NHS Foundation Trust has received under the Freedom of Information Act 2000, it is required to disclose any information contained 

in this report, it will notify AuditOne promptly and consult with AuditOne prior to disclosing such report. County Durham and Darlington NHS Foundation Trust agrees to consider any representations which 

AuditOne may make in connection with such disclosure and County Durham and Darlington NHS Foundation Trust shall apply any relevant exemptions which may exist under the Act to such report where it 

concurs that they are appropriate. If, following consultation with AuditOne, County Durham and Darlington NHS Foundation Trust discloses this report or any part thereof, it shall ensure that any disclaimer 

which Audit One has included or may subsequently wish to include in the information is reproduced in full in any copies disclosed.  

AuditOne is hosted by Cumbria, Northumberland, Tyne and Wear NHS Foundation Trust. 

Our processes are designed to meet the Public Sector Internal Audit Standards (PSIAS) and International Professional Practices Framework (IPPF).  
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1. Introduction 

In accordance with the 2020/21 internal audit plan, we have completed an internal audit of the Trust’s Risk Management and Board Assurance Framework (BAF) processes.   

This audit was approved by the Trust's Audit & Risk Committee under Appendix A (Core Assurance: Governance, Risk & Performance) of the audit plan.   

Due to interim risk management arrangements which have operated during 2020/21 in response to the COVID-19 pandemic (and which have been subject to separate 

internal audit review), and an on-going revision to the Trust's BAF, our work this year was undertaken on a compliance basis, to evaluate whether key controls operating 

during 2020/21 complied with good practice regarding Risk Management and the BAF.  Our work has been undertaken to deliver at least the minimum level of coverage 

required to contribute towards the Head of Internal Audit Opinion for 2020/21. 

2. Scope of the Audit 

The objective of this internal audit was to test the application of controls in respect of Risk Management and the BAF through the following approach:  

• We identified and evaluated any changes since our last review, for example, changes to BAF format or approach, changes to Risk Management policy or processes 

operating during 2020/21. 

•  We determined whether the BAF and risk management processes have received appropriate Executive engagement and oversight throughout the extraordinary events 

of the past year.   

In relation to the BAF we tested compliance with the following areas of good practice: 

•  There has been clear ownership of each element of the BAF during 20/21 (Exec lead and Committee for each area). 

•  The BAF content has been kept current. 

•  The BAF has been presented to the Board and/or appropriate senior level group sufficiently during the year. 

•  The BAF has been given sufficient consideration (for example, minutes reflect consideration/discussion). 

•  Risk management activity is clearly positioned in the BAF so that it contributes to the assurance agenda of the organisation. 

•  There are clear links between the BAF and key / strategic risks. 

•  Risks are aligned to strategic objectives. 
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In relation to the Risk Management processes we tested compliance with the following areas of good practice: 

•  Risk Registers (including those risks outside of tolerance) have been presented to the Executive/Risk Management Committee sufficiently. 

•  There is clear evidence of risk escalation during the year. 

•  Risk appetite has been applied as per policy and is effective in managing escalation of risk and action points throughout the year. 

We also undertook data analysis to evaluate whether mitigating actions have been identified and applied during the year by comparing risk registers at the beginning and 

end of the year to review movement. 

3. Limitations to the scope of the audit 

In advance of the audit, we agreed that our work would not include evaluation of processes operating within Care Groups, as a separate internal audit of Care Group 

Governance has been reported during 2020/21.  We did not evaluate the Trust's Risk Maturity status. 

4. Corporate significance & risk profile 

This audit provides an independent source of assurance regarding the management of all risks identified in the Board Assurance Framework. 

5. Key findings 

The following section sets out the key finding from this audit. Details of our full audit findings are available at Appendix A.  

Risk Management Strategy 

• The Risk Management Strategy was reviewed and updated during 2020/21.  Item 05/21 in minutes of a meeting of the Risk Management Committee held on 23rd 
July 2020 notes presentation of the results of a review of the strategy which focused upon: 
- How far the objectives of the strategy for 2017-2020 had been achieved. 
- How far the success measures in that strategy were met. 
- The impact of changes in the Trust’s external environment. 
- Which activities needed to continue or be enhanced going forwards. 
The review of the strategy was noted, and the Strategy document was approved by the Committee. 
 

• The changes introduced to the risk management processes during the Covid-19 pandemic, that will remain in place, have not yet been reflected in the Risk 

Management Strategy, therefore we have raised a low-grade recommendation that this is addressed. 
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Board Assurance Framework 

• The Trust’s Board Assurance Framework clearly identified an accountable lead and Board sub-committee for each area (domain) and objective. 

• The BAF had been reviewed and updated throughout the financial year. 

• Where BAF risk scores had been reported as being either not on trajectory or not on target, an explanation had been documented in the BAF. 

• The BAF had been updated and presented to the Trust Board in September and November 2020 and in March 2021.  No updates were reported to Board between 

November 2019 and September 2020; however, this was because the March and June 2020 meetings were stood down during the height of the first wave of the 

COVID-19 pandemic.  We consider that, particularly given the extraordinary circumstances, the BAF has been given sufficient consideration during 2020/21. 

• Each update of the BAF during 2020/21 included a section highlighting risks that were above board tolerance, as scored in accordance with the Trust’s risk appetite. 

For a sample of risks scored above board tolerance noted in a risk register report generated from the Ulysses Safeguard system, our testing noted that each was 

included in the relevant section of the BAF. 

• For a sample of risks included in the BAF that had recorded gaps in the sources of assurance, our testing noted that risk mitigation plans had been documented and 

were updated throughout the year to reflect the current status of the agreed actions. 

Risk Management Processes 

• Quarterly meetings of the Risk Management Committee (RMC) were held in quarters one and two of 2020/21 (July and September 2020, respectively).   Meetings 

scheduled for December 2020 and March 2021 were stood down as a result of reduced management capacity while supporting the Trust’s response to the second 

wave of the COVID-19 pandemic.  Instead, a compensating control was introduced whereby senior managers from each individual care group met with Executive 

Directors to present their care group risk register/BAF in sessions taking 30 to 45 minutes. Those meetings also facilitated dedicated attention from the Executive 

Directors in relation to the risk register/BAF for their own corporate directorates.   We have been advised by the Senior Associate Director of Assurance & 

Compliance that this process will replace the RMC during 2021/22. 

• We were provided with evidence of risk escalation throughout the year, for example, above board tolerance risks included in the BAF, above tolerance risks reported 

to and reviewed by the RMC and individual risk register/BAF reviews with each care group/corporate directorate since December 2020. 

• The latest Risk Appetite Statement is included at Appendix 1 of the Risk Management Strategy together with details of the escalation process for risks that exceed 

the stated board tolerances, and for those risk that exceed the risk appetite (but not tolerance).  Our testing noted appropriate escalation process had operated 

for a sample of such risks. 
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Data Analysis 

• The results of our data analysis of the movement of risks during 2020/21 is detailed in Appendix C.  We have not raised any matters of significance as a result of 

our analysis.  However, we have raised a low grade recommendation regarding on-going review of risk register entries to ensure that named owners are recorded 

against all mitigating actions.  We identified 13 mitigating actions (across 10 risks) in the April 2021 Risk Register without a named action owner, which increases 

the risk that actions may not be progressed on a timely basis, or at all. 

 

6. Recommendation summary 

 High Medium Low  

Design of the control framework 0 0 1  

Compliance with control framework 0 0 1  

Total 0 0 2  

7. Acknowledgment 

We would like to thank management and staff for their help and cooperation during this audit. 
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Appendix A – Full audit findings  

This report has been produced by exception. Therefore, we have included in this section only those areas of weakness in control or failure to apply controls identified from 

our testing and not the outcome of all testing undertaken. The prioritisation of our recommendations is explained at Appendix D. 

 

Actual control Design 

Adequate  

(Y or N) 

Test result and implication  Rec Ref Priority 

Risk Registers (including those outside of tolerance) have 

been presented to the Executive/Risk Management 

Committee (RMC) sufficiently. 

Y Meetings of the Risk Management Committee were stood 

down in December 2020 due to reduced management 

capacity in supporting the Trust’s response to the pandemic.  

RMC meetings facilitated a collective discussion (as a group) 

on the whole of the BAF including changing target scores and 

significant movements.  Meetings of the RMC took place in 

March, July, and September 2020.  The Risk Management 

Committee meetings scheduled for December 2020 and 

March 2021, were cancelled.  

The Trust made the decision to introduce a compensating 

control to replace RMC, whereby senior managers from each 

Care Group were invited to attend a meeting with Executive 

Directors (one meeting per care group) to present the Care 

Group risk register/BAF.  This compensating process also 

facilitated dedicated attention from the Executive Directors 

in relation to the risk register/BAF for their own corporate 

directorates.  These meetings were not minuted, however 

evidence of the meetings and reviews was provided in the 

form of diary entries and supporting emails. 

We were advised that because this process resulted in a more 

effective and in-depth review of care group and corporate 

1.1 Low 
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Actual control Design 

Adequate  

(Y or N) 

Test result and implication  Rec Ref Priority 

directorate risks that it will replace the RMC during 2021/22.  

These changes have not yet been reflected in the Risk 

Management Strategy; therefore, we have raised a low-grade 

recommendation to ensure that this is addressed. 

Each risk has an individual entry in the Ulysses Safeguard 

system.  Each risk has an overall owner responsible for its 

management.   

Where gaps in control have been identified against a risk a 

mitigating action plan is recorded.  Individual actions should 

have assigned owners responsible for their 

progression/implementation. 

Y Our data analysis comparison of the content of the Trust risk 

registers dated March 2020 and April 2021 identified that the 

April 2021 version included 13 mitigating actions (across 10 

risks) which had no action owner recorded against them.  

These were risk references 2407, 2381, 2266, 2397, 2345, 

2218, 2324, 2220, 2190, and 2380 (4 actions).  Failure to 

identify an action owner increases the risk that expected 

improvement actions may not be progressed or may not be 

progressed on a timely basis. 

1.2 Low 
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Appendix B – Action Plan  

 

Ref Recommendation Priority Accepted Management response 
Target 

implementation 

Manager 

responsible 

1.1 The Risk Matters (Group Risk 

Management Strategy) is updated 

to reflect the changes to the risk 

management process introduced 

during 2020/21. 

 

Low Yes In addition to the changes made in 2020/21, 

the Trust is in transition with respect to the 

development of the BAF and an associated 

strategic / corporate risk register. Rather than 

make two updates within a number of months, 

the Trust plans to update the strategy 

document once the changes to the BAF and 

new risk register are agreed with the Board and 

rolled out. 

30th November 

2021 

Senior Associate 

Director of 

Assurance & 

Compliance 

1.2 All mitigating actions in risk 

registers should be assigned to 

named action owners.  

Management should ensure that 

all mitigating actions identified 

against risks 2407, 2381, 2266, 

2397, 2345, 2218, 2324, 2220, 

2190, and 2380 have assigned 

action owners against them. 

Low Yes We will follow up with the risk owners for each 

of the identified risks and require action 

owners to be identified. 

When taking risk registers to Executive 

Directors for quarterly reviews we will report 

any missing data (including action owners). 

30th September 

2021 

Senior Associate 

Director of 

Assurance & 

Compliance 
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Appendix C – Data Analysis of the Trust’s Risk Register March 2020 to April 2021 

A Ulysses (risk management system) report produced by the Safeguard Risk Module of all risks for the month of March 2020 and April 2021 were provided by the Assurance 

& Compliance Manager.   The data was assessed against a number of data quality metrics, and we applied a series of project-specific tests. 

Details of the test applied, and descriptions of results and observations are provided below. 

Test Result Observations 
How many risks at the 
beginning of the year 
were still included at the 
end of the year, and had 
the scores changed? 
 

There were 69 risks that were 
on both the March 2020 and 
the April 2021 registers. 
 

For these 69 risks: 

• 44 risks had no change in current score   

• 10 risks had an increase in current score 

• 15 risks had a decrease in current score 

 

Determine whether 
mitigating actions had 
been progressed during 
the intervening period. 

There are 259 actions which 
were on the March 2020 risk 
register but were not carried 
forward to the April 2021 
register.  
 
There are 43 mitigating 
actions which are on both the 
March 2020 and April 2021 
risk registers.  
 

Actions which are no longer on the risk register are assumed closed. 
 
Of these 43 mitigating actions: 

• One had not been progressed in the intervening period.  This action related to risk 2273, which had a risk 
score of 12 (Moderate – orange).  The action was recorded as ‘ongoing’ but had a target date of 7th November 
2019 and no action updates recorded against it. 

• 25 have been progressed but are not yet complete 

• 17 are ongoing processes that are still in place 

 

Determine whether 
movement towards 
target risk scores had 
been achieved by the 
mitigating actions put in 
place over the period 
tested. 

Of the 69 risks that were on 
both risk registers: 
 
The current risk score had 
increased for 10 (14%) in the 
period under review.  
 
 

Risks which are no longer on the risk register are assumed closed.  See detailed breakdowns in Table 1, and 
Table 2 below for the 69 risks identified from our analysis. 

 
For these 10 risks: 

• Three had one previous action closed and one new action opened. 

• Seven still have their previous actions open and also have between one and four new actions. Of the actions 
carried forward from March, one has had no progress, two are ongoing and four have been progressed but 
are not yet complete. 
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Test Result Observations 
The current risk score 
decreased for 15 (22%) in the 
period under review. 
 
 
 
The current risk remained the 
same for 44 (64%). 

 
 
 

 

For these 15 risks: 

• 10 had one previous action closed and between one to five new actions opened.  

• Five still have their previous actions open and one had one new action.  

• Of the actions carried forward from March, four are ongoing and one has been progressed but is not yet 
complete. 

 
For these 44 risks: 

• 13 had one previous action closed and between one to five new actions opened.  

• 31 still have their previous actions open and 15 had between one to four new actions opened.  
• Of the actions carried forward from March, four have had no progress, 10 are ongoing and 17 have been 

progressed but are not yet complete 
 
Analysis indicates that mitigating actions have not had a significant impact on the current risk scores for a high 
volume of risks that were on both the March 2020 and April 2021 risk register.  However, of those 69 risks, 21 
(30%) had a current risk score of 6 or lower.  See Table 2 below for a detailed breakdown and, on the whole, the 
details provide evidence of the on-going review and management of risks during 2020/21.  We acknowledge that 
during 2020/21 a separate risk register was maintained under revised risk management arrangements which 
was regularly reported to Gold Command, reviewed, and updated throughout the year (our separate audit of 
COVID-19 governance arrangements covered this process and did not raise any significant issues).   We have 
been advised by the Senior Associate Director of Assurance & Compliance that work is on-going to merge the 
separate COVID risk register into the business as usual risk registers maintained in the Ulysses Safeguard system, 
as part of which all risks would be subject to review and update – where appropriate.  Additionally, we note that 
some of the actions included above are long-term processes and some have future target completion dates and, 
as such, it may be reasonable that no progress updates have yet been recorded against them.  As a result, and 
because our analysis did not raise any significant issues, we have not raised a recommendation in relation to the 
above matters noted from our analysis. 
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Test Result Observations 
Data Quality 

 
 Within the March 2020 risk register there are: 

• 31 blank entries in the action progress field 

• Nine blank entries in the action owner field 

• Four risks have a blank field in both 
 
In the April 2021 risk register, there is: 

• One risk with blank risk rating, S and L fields 

• One action with a blank action description field 

• 100 actions with a blank action progress field 

• 13 actions (across 10 risks) with a blank action owner.12 of these are also actions with blank action progress. 
Risk references 2407, 2381, 2266, 2397, 2345, 2218, 2324, 2220, 2190, and 2380 (4 actions).  Failure to 
identify an action owner increases the risk that expected improvement actions may not be progressed or 
may not be progressed on a timely basis. 

• Two risks with a blank risk group 

• 11 risks with a risk review date recorded as “ /  / “  
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Table 1 – Movement in risk scores between March 2020 and April 2021 

Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

2100 4 12 +8  1814 6 6 0 n/a 2105 9 9 0 n/a 

2266 4    12 +8  1863 6 6 0 n/a 2108 9 9 0 n/a 

2218 4   10 +6  1907 9 9 0 n/a 2138 6 6 0 n/a 

2262 6 12 +6  1926 9 9 0 n/a 2149 5 5 0 n/a 

2264 6 12 +6  1971 9 9 0 n/a 2164 9 9 0 n/a 

2084 15 20 +5  1983 16 16 0 n/a 2172 9 9 0 n/a 

2199 8 12 +4  1987 4 4 0 n/a 2189 6 6 0 n/a 

2200 12 16 +4  2002 6 6 0 n/a 2190 6 6 0 n/a 

2217 6 10 +4  2012 9 9 0 n/a 2196 9 9 0 n/a 

2195 6 9 +3  2017 12 12 0 n/a 2220 9 9 0 n/a 

932 6 6 0 n/a 2032 9 9 0 n/a 2237 6 6 0 n/a 

937 12 12 0 n/a 2043 9 9 0 n/a 2252 12 12 0 n/a 

1517 6 6 0 n/a 2070 8 8 0 n/a 2253 9 9 0 n/a 

1686 6 6 0 n/a 2073 9 9 0 n/a 2256 9 9 0 n/a 
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Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

Risk 

Number 

March 

2020 

Current 

Score 

April 

2021 

Current 

Score 

Change 

in 

Current 

Score 

March 

2020 – 

April 

2021 

Moveme

nt in risk 

score 

2258 9 9 0 n/a 1424 9 8 -1       

1688 3 3 0 n/a 2028 9 6 -3       

2267 6 6 0 n/a 2116 15 12 -3       

2269 9 9 0 n/a 2201 9 6 -3       

2273 12 12 0 n/a 2246 9 6 -3       

2281 9 9 0 n/a 2289 12 9 -3       

2283 16 16 0 n/a 2126 16 12 -4       

2295 9 9 0 n/a 2155 12 8 -4       

2300 12 12 0 n/a 1756 12 6 -6       

2302 9 9 0 n/a 2161 12 6 -6       

2313 6 6 0 n/a 2279 15 9 -6       

2077 10 10 0 n/a 2299 16 9 -7       

2223 8 6 -2  2110 20 9 -11       

1835 15 12 -3            
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Table 2 – Summary by risk score 

Risk Score Score Increased (Mar 20 – 
Apr 21) 

Score Decreased (Mar 20 – 
Apr 21) 

No Change in Score (Mar 20 
– Apr 21) 

Total by Score 

20 1 0 0 1 (1%) 

16 1 0 2 3 (5%) 

12 5 3 5 13 (19%) 

10 2 0 1 3 (5%) 

9 1 4 20 25 (36%) 

8 0 2 1 3 (5%) 

6 0 6 12 18 (26%) 

5 0 0 1 1 (1%) 

4 0 0 1 1 (1%) 

3 0 0 1 1 (1%) 

Totals 10 15 44 69 
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Appendix D – Findings’ prioritisation and assurance definitions  

 
Findings Prioritisation  

High A fundamental weakness in the system that puts the achievement of the systems objectives at risk and / or major and consistent non-compliance with 
the control framework requiring management action as a matter of urgency. 

Medium 
A significant weakness within the system that leaves some of the systems objectives at risk and / or some non-compliance with the control framework. 

Low Minor improvement to the system could be made to improve internal control in general and engender good practice but are not vital to the overall 
system of internal control. 

 

Assurance Definitions 

Substantial Governance, risk management and control arrangements provide substantial assurance that the risks identified are managed effectively. Compliance 
with the control framework was found to be taking place.  

Good Governance, risk management and control arrangements provide a good level of assurance that the risks identified are managed effectively. A high 
level of compliance with the control framework was found to be taking place. Minor remedial action is required. 

Reasonable Governance, risk management and control arrangements provide reasonable assurance that the risks identified are managed effectively. Compliance 
with the control framework was not found to be taking place in a consistent manner. Some moderate remedial action is required. 

Limited Governance, risk management and control arrangements provide limited assurance that the risks identified are managed effectively. Compliance with 
the control framework was not found to be taking place. Immediate and fundamental remedial action is required. 



  

 

 

 

 
 
 


